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òé And we must come together to prevent, detect, and fight every kind of 

biological danger ðwhether it is a pandemic 

like H1N1, a terrorist threat, or a treatable disease.ó

--President Obamaõs Address to the United Nations General Assembly, September 22, 

2011
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U.S. Criminal Code, Title 18 (Crimes) 

3

18 USC 175(a)
Crime to knowingly possess a biological agent, toxin, or delivery 

system for use as weapon Ą establishes BWC violations as crime

18 USC 175(b)
Crime to knowingly possess a biological agent, toxin, or delivery 

system if not for peaceful research purposes 

18 USC 175b Crime to knowingly possess select agent, regardless of intent, if 

not registered with Select Agent Program 

18 USC 175c Crime to produce, engineer, or synthesize smallpox 

18 USC 806 Enhances ability to seize assets of those with WMD intent 

18 USC 842 Crime to teach or demonstrate the making or use of a WMD 

18 USC 2332a Crime to use (or conspire, threaten, or attempt to use) a WMD 

Biological crimes

WMD crimes

WMD = 

Ånot necessarily a pure, disseminable 

substance!!

ÅMore than just select agents!

ÅNot limited to state-sponsored 

production!

ÅWe investigate hoaxes too!
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The intentional or threatened use of 

viruses, bacteria, fungi or toxins from living 

organisms to produce death or disease in 

humans, animals, or plants.
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ÅTerror, fear of unknown

ÅMajor advantages: cheap, dual-use, contagious  

ÅMajor disadvantages: isolation and dissemination

ÅIdeal Qualities: hardy, contagious, virulent, easy to 

disseminate, hard to detect, poor 

countermeasures



ÅEasy to obtain

ÅInexpensive to produce

ÅDisseminated over a large geographic area

ÅSome organisms fairly stable in environment

ÅPerpetrators can escape without detection
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The FBI has investigated cases involving 

the  following biological agents:

ÅAbrin

ÅAnthrax

ÅBotulinum toxin

ÅRicin

ÅTetrodotoxin
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Other cases (prosecuted as assault) have 

involved:

ÅHIV

ÅHepatitis virus

ÅTuberculosis



UNCLASSIFIED//FOUO
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ÅSalmonella typhimurium
Å750+ infected

ÅNo deaths

ÅAnthrax and boutlinm

Å9 attempted attacks

ÅNo deaths 

ÅBacillus anthracis
Å22 infected

Å5 deaths

ÅShigella dysenteriae
Å12 infected

ÅNo deaths

ÅShigella dysenteriae 

and Salmonella typhi
Å100+ infected

Å4 deaths

ÅHepatitis C

Å46+ infected

ÅNo deaths

ÅTetrodotoxin

ÅNo deaths



¾Powder letters / letters with unknown 
substances

¾Suspicious activity (photo/video 
surveillance, threat calls, unsolicited 
visitors)

¾Threats to use/spread biological agents

ÁSocial media, letters, in -person

¾Select agent loss/theft

¾Unusual cases of disease

ÁB. mallei , B. Pseudomallei, Ebola, 
Brucella



2000-2001 Today

Human Genome Project
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